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Vulnerabilities, intrusion and Web

• Web usage increases every year

• The number of web servers 
increases every year

• The number of vulnerabilities and 
their criticalities have increased

• Major vulnerabilities affect the 
most used web servers

• The number of scanners testing 
public IPs to find critical 
vulnerabilities increases

• The number of intrusions going 
through web services is increasing



Identifying Web 
Servers
• Headers (Server, realm, …)

• Specific content (title, comments, text…)

• Specific path/URI (icon, default path, …)

• HTTP status

• Signatures (favicon, default index and error
pages, …)

• Whatweb

• Google dorks



HTTP – URI size

https://www.rfc-editor.org/rfc/rfc1945

https://www.rfc-editor.org/rfc/rfc2068#page-63

https://www.rfc-editor.org/rfc/rfc1945
https://www.rfc-editor.org/rfc/rfc2068#page-63


Identifying Web 
Servers – URI size

• Request the target with large URI

• Random query string

• Analyze the response

• If the server responds or the error 
code is specific, relaunch a request 
with a smaller query string

• Else relaunch a request with a greater 
query string

• The maximum size of URLs is specific to 
each server

Max URI: 8045



Identifying 
Web Servers –
URI size
• Some servers that shouldn't be in production have the same 

maximum URI size but have different code errors

• In the case where the maximum URI sizes and the statuses are 
identical, it is possible to compare the signatures of the contents

• In some cases it is possible to identify a web server located behind a 
web proxy

• Prerequisite: The maximum URI size of the web server must 
be less than that of the web proxy

HTTP/1.1 200 OK
Server: Apache
…

HTTP/1.1 200 OK
Server: IIS
…



Examples

• In these examples, the web server is an Apache HTTPD 
(maximum URI size: 6133), the web proxy is an IIS 
(maximum URI size: 12241[status: 400]-12284[status: 
414]) with a configuration to change the HTTP Server 
header to "NGINX".

• Scenarios:

1. Detect the Apache Web Server to exploit CVE-
2021-42013

2. Detect the IIS Web Proxy to exploit CVE-2021-
31166



Configuration:
ServerHeader=NGINX

IIS ProxyApache
Web Server

GET /? + « a » * 6131 HTTP/1.1GET /? + « a » * 6131 HTTP/1.1

HTTP/1.1 200 OK
Server: Apache
…

HTTP/1.1 200 OK
Server: NGINX
…

GET /? + « a » * 6134 HTTP/1.1

HTTP/1.1  414 Request-URI Too Long
Server: Apache
…
<Apache 414 error page>

HTTP/1.1  414 Request-URI Too Long
Server: NGINX
…
<Apache 414 error page>

GET /? + « a » * 6134 HTTP/1.1



Configuration:
ServerHeader=NGINX

IIS ProxyApache
Web Server

GET /? + « a » * 12239 HTTP/1.1GET /? + « a » * 12239 HTTP/1.1

GET /? + « a » * 12240 HTTP/1.1

HTTP/1.1  414 Request-URI Too Long
Server: Apache
…

HTTP/1.1  414 Request-URI Too Long
Server: NGINX
…

HTTP/1.1  400 Bad Request
Server: NGINX
…
<IIS 400 error page>



Accuracy

1. Compare maximum URI size

2. Compare HTTP error status

3. Compare error page hash



Limits

• If the Web Proxy have a smaller 
maximum URI size you cannot identify 
the Web Server

• If the server uses a framework or 
language, developers can implement a 
custom maximum URI size, status and 
page

• Firewalls can easily block your large 
and random URI



Conclusion

• It is important to protect your web servers and 
preventing your server from being identified can 
discourage attackers from attacking you.

• HTTP does not define all protocol properties, 
making it easy to identify different 
implementations

• It’s possible to identify Web Servers and Web Proxy 
with URI size precisely and easily

• Some configurations can protect your web servers 
from "in depth" detection (detection of a web 
server behind a Web Proxy)

• It is possible to protect your Web servers with 
firewalls or development


